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Foreword 

In this era of persistent conflict, U.S. national security depends on the diplomatic, infor- 
mational, military, and economic instruments of national power being balanced and operation- 
ally integrated. A single instrument of power — that is, one of the country’s security depart- 
ments and agencies acting alone — cannot efficiently and effectively deal with the Nations most 
important security challenges. None can be resolved without the well- integrated use of multiple 
instruments of power — a team bringing to bear the capacity and skills of multiple departments 
and agencies. The requirement for better interagency integration is not, as some have argued, a 
passing issue temporarily in vogue or one tied only to counterterrorism or foreign interventions 
in failed states. Interagency collaboration has become a persistent and pervasive trend in the 
national security system at all levels, from the strategic to the tactical, and will remain so in an 
ever more complex security environment. 

Because of its resources, expertise, and pool of highly developed leaders, the Department 
of Defense (DOD) will have an outsized role in the future integration of elements of American 
power. This makes it vitally important that military leaders gain an understanding of inter- 
agency best practices. This study on the Active Measures Working Group provides a window 
into one little known but highly influential interagency group and its methods. Although the 
study examines just one case, it makes some intriguing arguments about how and why this 
interagency process managed to work well. Its historical and organizational insights are im- 
mediately relevant to many interagency efforts that the military finds itself involved in today. 
Along with pointing to best practices, this study disproves some conventional notions about the 
interagency process. Most notable of these is that small interagency groups need to be far away 
from Washington to work well. 

The diverse cast of officials involved in the story of the Active Measures Working Group 
demonstrates that many leadership values the military respects are resident elsewhere in gov- 
ernment. Two of the group’s leaders, Dr. Kathleen Bailey and Ambassador Dennis Kux, prac- 
ticed what some have called “360-degree leadership.” They accepted responsibility, exercised 
initiative, and took in the views of their subordinates, peers, and superiors in a respectful and 
forthright way. Expertise and a mission-focused attitude were valued above rank. It is important 
for military leaders to recognize that organizations such as the Department of State have such 
dedicated leaders, both political appointees and career civilians, with whom they can partner to 
overcome the institutional and cultural gaps that so often hinder interagency collaboration and 
high-performing small teams. 
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The study also reveals another telling lesson: DOD can support an interagency effort with- 
out having to lead it. Participants in the Active Measures Working Group commented on the 
resources and gravitas that military participation lent their successful effort. As readers will see, 
the presence of DOD representatives, civilian and military, encouraged and emboldened the 
group. The Active Measures Working Group experience illustrates the profound impact that 
military officers can have on an interagency effort without being in the lead and without provid- 
ing a large amount of resources. It is supremely important that the coming generation of U.S. 
military leaders is educated on how to participate effectively in such interagency fora. 

Finally, the strategic nature of the group’s mission highlights the value of the case study. 
In an increasingly connected age, America will need to protect its public reputation from those 
who would malign it to weaken our national security. Safeguarding the country’s reputation 
overseas is a whole-of-government endeavor requiring interagency coordination and collabora- 
tion. This study reveals how one small and remarkable interagency group made a major contri- 
bution in this area. Beyond its strategic and organizational relevance, this study is a historical 
behind-the-scenes look into a little known yet successful government effort to counter Soviet 
disinformation. It is a new and fascinating chapter in the history of the Cold War. 

■ j .- ' .-ir 

James R. Locher III 
Former President and CEO 
Project on National Security Reform 
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Dennis C. Blair 

Former Director of National Intelligence 
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Executive Summary 

This study explains how one part-time interagency committee established in the 1980s 
to counter Soviet disinformation effectively accomplished its mission. Interagency commit- 
tees are commonly criticized as ineffective, but the Active Measures Working Group is a no- 
table exception. The group successfully established and executed U.S. policy on responding 
to Soviet disinformation. It exposed some Soviet covert operations and raised the political 
cost of others by sensitizing foreign and domestic audiences to how they were being duped. 
The group’s work encouraged allies and made the Soviet Union pay a price for disinformation 
that reverberated all the way to the top of the Soviet political apparatus. It became the U.S. 
Government’s body of expertise on disinformation and was highly regarded in both Congress 
and the executive branch. 

The working group also changed the way the United States and Soviet Union viewed dis- 
information. With constant prodding from the group, the majority position in the U.S. national 
security bureaucracy moved from believing that Soviet disinformation was inconsequential to 
believing it was deleterious to U.S. interests — and on occasion could mean the difference in 
which side prevailed in closely contested foreign policy issues. The working group pursued a 
sustained campaign to expose Soviet disinformation and helped convince Mikhail Gorbachev 
that such operations against the United States were counterproductive. 

The working group was also efficient. It had a disproportionate impact that far exceeded 
the costs of manning the group, producing its reports, and disseminating its information over- 
seas. The group exposed Soviet disinformation at little cost to the United States, but negated 
much of the effort mounted by the large Soviet bureaucracy that produced the multibillion- 
dollar Soviet disinformation effort. Over time, the working group’s activities drove Soviet costs 
for disinformation production up even further and helped bankrupt the country. 

The working group had its limitations, however, especially compared to the performance 
associated with the highest performing teams identified in organizational literature. Some mem- 
bers had trouble thinking of the group as a decisionmaking body instead of just an information- 
sharing enterprise. Concerning information-sharing, most parent organizations decided in ad- 
vance what their representatives on the group could bring to the table. Most group products 
were drafted primarily by one organization’s personnel. Most members did not support the 
team’s mission at the expense of their parent organization’s equities when the two could not be 
reconciled. Finally, group productivity fluctuated, and the existence of the group was tenuous. 
At one point, the Secretary of State unilaterally moved to quash the group’s output, which led 
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Congress to intervene and reassign the mission to another organization. For these and other 
reasons, the group does not meet the standards that organizational experts typically associate 
with high performing “teams.” 

Nevertheless, the Active Measures Working Group stands out compared to typical 
small interagency group performance. The group was subject matter-centered and incor- 
porated a range of experts from all levels of government. The members shared information 
well, including classified information. Cooperative decisionmaking and activities were the 
norm during the group’s highest periods of productivity. The group resolved interpersonal 
conflicts productively. Overall, its level of cohesion and trust was remarkable considering 
the group met only periodically and its members were not collocated. The group also dem- 
onstrated unusual resiliency, persisting through numerous leadership and environmental 
changes, including the departure of many of its most ardent supports following the Iran- 
Contra scandal. In short, the working group not only worked, which is noteworthy, but also 
worked well, which is extraordinary. 

This case study — based on a careful review of government records, secondary literature, and 
original interviews with group participants and observers — makes several notable contributions. 
It reveals the Active Measures Working Groups interesting and previously little-known role in 
the Cold War struggle. It explains, for example, why U.S. attempts to counter Soviet disinforma- 
tion had virtually disappeared by the late 1970s even though the Soviet Union was redoubling its 
efforts to blackguard the United States, and what it took to reverse this situation. The study also 
contributes to a more complete understanding of small interagency group performance in two 
ways: It highlights why it is difficult and unusual for interagency groups to succeed in the current 
system, and it identifies the factors that best explain the working groups success. 

Senior leader support was a necessary prerequisite for the working group’s existence 
and thus its performance. Congressional leaders generated a requirement for working group 
reports, promoted them, and lobbied for institutionalized capability to produce the reports. 
Within the executive branch, the group had supporters at all levels. Without them, the group 
would have been greatly handicapped, ignored, or disbanded. Political support was limited, 
however, and did not guarantee success. Senior leaders did not define the group’s purpose 
explicitly, delegate special authorities, or provide dedicated resources. Other factors allowed 
the group to operate effectively. 

The group wisely limited its mission to countering Soviet influence operations that could 
be exposed in a compelling way with unclassified or declassified information. Given the vague 
definition of Soviet active measures, the mission easily could have been construed so broadly 
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that completing it would have exceeded the group’s political and substantive capacity. With the 
mission delineated in a practical way, the group could hold itself accountable for identifying dis- 
information problems, finding ways to resolve them, and producing actual results. It developed 
procedures and expertise necessary to complete the mission successfully. The group’s modest 
definition of purpose and holistic approach to the mission allowed it to concentrate on cases 
that were likely “winners” and to do so with few resources, which made cooperation from par- 
ent organizations more likely. 

Unfortunately, the group’s success cannot be easily replicated for several reasons. Some 
interagency missions are so broad or nebulous that they cannot be construed in an end-to-end 
mission methodology that is results- oriented. In addition, the exceptional personnel that made 
the group a success are, by definition, hard to find. Moreover, the organizational milieu that the 
group operated in was atypical. The group was embedded in a lead agency — the Department of 
State — that was not supportive of the group’s mission but nonetheless provided working group 
chairs and some supportive senior officials who were. When these leaders protected and led the 
group well, they earned the trust and cooperation of other agencies that saw them acting in the 
national interest rather than the Department of State’s. This unusual condition helped the group 
coalesce and function at a high level. 

The case study is valuable for several reasons. It demonstrates that even a typical small 
interagency group can be successful under the right conditions, suggests what those condi- 
tions might be, and explains why they are rare. The case yields hypotheses on successful small 
interagency group performance that can be used to guide further research and by practi- 
tioners. The case also reveals how little the current national security system does to ensure 
the success of small interagency groups. By demonstrating the exceptional value of one in- 
teragency group, the study foreshadows the enticing prospect of a better system that could 
routinely generate such high performance. 

Finally, the case study yields insights on broader national security subjects. It summa- 
rizes the complex debate over American intelligence reform and explains its relation to stra- 
tegic deception and strategic communications, particularly disinformation. It explains why 
national security leaders differ over the relative value of strategic communications, why the 
U.S. national security bureaucracy is often hostile to this discipline, and why America’s cur- 
rent security circumstances demand robust strategic communication capabilities and a dedi- 
cated counter-disinformation effort. It argues that such capabilities need to be explained to 
the U.S. public, managed by dedicated interagency organizations, and integrated into a larger 
national strategy. 
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Introduction 

In 1983, the Patriot, a pro-Soviet Indian paper that often published pieces provided by 
KGB {Komitet gosudarstvennoy bezopasnosti, or Committee for State Security) agents, released 
a story claiming that the U.S. military created the AIDS virus and released it as a weapon. For 
a couple of years, the story appeared in minor publications that were mostly KGB controlled 
or sympathetic to the Soviets. After this incubation period, the slander was picked up in 1985 
by the official Soviet cultural weekly newspaper, the Literaturnaya Gazeta. After that, the story 
began to spread rapidly. In 1987 alone, it appeared over 40 times in the Soviet-controlled press 
and was reprinted or rebroadcast in over 80 countries in 30 languages. 1 The AIDS virus was ter- 
rifying and not well understood at the time, so this piece of Soviet disinformation was especially 
damaging to the U.S. image. 

Despite years of American protests, the Soviets remained unrepentant and insisted that 
their reporting was accurate. Then, on October 30, 1987, the Soviet Union promised to disavow 
the AIDS accusations against the United States. The turnaround in Soviet policy was precipi- 
tated by a heated exchange 3 days earlier between Secretary of State George Shultz and Soviet 
Premier Mikhail Gorbachev. In the meeting, a “sour and aggressive” Gorbachev held up a well- 
marked and underlined Department of State publication called Soviet Influence Activities: A Re- 
port on Active Measures and Propaganda, 1986-1987. 2 Angry, the Soviet premier stated that the 
report contained “shocking revelations” and that it amounted to “nourishing hatred” for the So- 
viet Union. 3 The report that angered Gorbachev was a detailed expose of Soviet disinformation. 
Among other things, it laid bare the factual and scientific falsehoods in the Soviet campaign to 
attribute the origin of AIDS to the United States. Shultz countered Gorbachev’s complaint that 
the report went against the spirit of Glasnost with examples of hostile Soviet behavior and the 
remark that the lies the Soviets were spreading about AIDS were “bum dope.” 4 

While Shultz refused to apologize for the report, in reality he had not read it; neither had 
many others for that matter. Released 3 months earlier, the report seemed, in the words of the 
New York Times, “headed for the oblivion that describes the fate of most government reports.” 5 
Instead, Gorbachev’s rant drew the attention of the media to the report, which suddenly became 
a “must read” in the Nation’s capital. In a small, secluded conference room inside the Depart- 
ment of State where the members of a little-known interagency group that produced the report 
met, there was a brief moment of great satisfaction. Gorbachev’s reaction was taken as prima 
facie evidence that the group’s work was making a significant impact at the highest levels of the 
Soviet government. 
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The Active Measures Working Group, which spent almost a year producing the report, is 
a fascinating case of interagency collaboration that merits study. The working group is one of 
the better examples of effective interagency collaboration on record. Going up against a large, 
well-established, and well-funded global Soviet disinformation apparatus, the small band of 
U.S. Government personnel eventually forced the Soviet Union to disavow a number of its most 
egregious lies, agree to face-to-face meetings on disinformation, and establish an early warning 
fax system where either side could lodge instant complaints about such activities. 6 As we show, 
the group’s work also led influential foreign media to conclude that American accusations of an 
orchestrated Soviet disinformation campaign were justified. These were big successes for a small 
group that only met part time and with no budget. Studying the group to identify the factors 
that made it exceptional can improve understanding of interagency groups and our ability to 
establish similar groups capable of high performance. 

Studying the Active Measures Working Group also is valuable for the insights it offers on 
strategic communications. Foreign countries still practice disinformation, including Iran and 
its proxy Hezbollah, which have developed sophisticated public diplomacy and disinformation 
programs based on active measures. 7 Terrorists and other nongovernmental groups hostile to 
the United States also use disinformation. In addition, many of the Soviet lies have outlived 
the political system that produced them and to this day need to be dealt with. 8 The counter- 
disinformation mission thus remains an important requirement for the U.S. national security 
system. Understanding how the Active Measures Working Group was organized and operated 
provides insight on how to organize current efforts. 

The rest of this report is organized as follows. In the next section, we clarify the topic that we 
are studying since both the Soviet use of active measures and the interagency organizations coun- 
tering them for the United States are open to misunderstanding. We also identify rough standards 
for assessing small interagency group performance and explain why these groups in general have 
a reputation for poor performance. We then present a condensed history of how the Active Mea- 
sures Working Group was created and performed. Doing so explains the motivations of the key 
leaders who created, nurtured, and protected the working group, and establishes the groups actual 
output, providing an empirical basis for assessing its achievements. We then “enter the black box” 
and examine in detail what actually made the group function, using 10 performance variables ex- 
tracted from organizational literature. 9 We close with observations about the groups performance 
and the extent to which it might be replicated in the current U.S. national security system. We also 
offer some conclusions about the U.S. Government approach to strategic communications that we 
believe are well-illustrated by the working groups experience. 
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Active Measures and Small Interagency Group Performance 

Our friends in Moscow call it ‘ dezinformatsiya Our enemies in America call it ‘active 

measures,’ and I, dear friends, call it ‘my favorite pastime! 

— Col. Rolf Wagenbreth, Director of Department X, East German foreign intelligence 10 

The term active measures is a direct translation of the Russian aktivnyye meropriatia, which 
was a catchall expression used by the KGB for a variety of influence activities. 11 Non-Russian 
sources sometimes define active measures narrowly as covert Soviet techniques to influence the 
views and behaviors of the general public and key decisionmakers by creating a positive percep- 
tion of the Soviets and a negative perception of opponents (that is, perception management). 12 
KGB influence activities did include setting up and funding front groups, covert broadcasting, 
media manipulation, disinformation and forgeries, and buying agents of influence. 13 However, 
this understanding of active measures is too narrow. 

Soviet active measures went beyond overt and covert operations to manipulate percep- 
tions and into the realms of incitement, assassination, and even terrorism. 14 Soviet leaders made 
no major distinction between overt propaganda and covert action or between diplomacy and 
political violence. 15 In practice, they all were tightly controlled by the Politburo and Secretariat 
of the Communist Party of the Soviet Union, 16 which approved the major themes of active 
measures operations. 17 In this regard, the Soviets were no different than many previous regimes 
that have integrated the full range of active measures to further their interests, 18 including their 
predecessors, the Czars (see textbox 1). 

With this background, it is easy to see that the name of the Active Measures Working Group 
could be misleading. The group’s activities did not address the full range of Soviet active mea- 
sures. Instead, it focused on countering Soviet disinformation, although as we demonstrate, it 
sometimes publicized issues that went beyond disinformation when that would weaken the So- 
viet Unions ability to exercise influence through third parties. Another potential point of con- 
fusion arises from the fact that the Reagan administration set up a classified working group on 
Soviet active measures that operated out of the National Security Council (NSC) staff, and some 
who attended these meetings were also members of the group operating out of State. The classi- 
fied group at the NSC used a wider range of methods and addressed a broader set of Soviet active 
measures than the group at State. 19 To be clear, the subject of this research is the unclassified in- 
teragency working group led by the Department of State (and later the United States Information 
Agency [USIA]), not the classified NSC group that managed complementary but much more 
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Textbox 1. A Historic Example of Active Measures 



Activities encompassed by the term active measures — for example, influence opera- 
tions, covert subversion, information manipulation, and paid agents of influence — have 
been a staple of statecraft for centuries. For greater effect, they often are integrated with 
penetration of enemy groups by agents, provocateurs, and occasional acts of violence. For 
example, the czarist secret police (Okhrana) deployed the entire range of active measures 
to marginalize or defeat domestic dissident groups such as the nihilist People’s Will, which 
wanted to overthrow the Russian monarchy. Abroad, the Okhrana conducted surveillance 
and penetrations of emigre dissident organizations in France. 1 Sometimes, they were able 
to lure dissident leaders back to Russia where they were killed. Okhrana operatives also 
cultivated agents of influence in the European press to help manage perceptions of czar- 
ist Russia. French writer Marquis de Custine found this out when he published a highly 
critical travelogue entitled Russia in 1839. A known propagandist for the Russian govern- 
ment characterized the book as a “tissue of errors, inexactitudes, lies, calumnies, injuring 
in recompense for hospitality,” adding “Scratch a marquis [Custine], and the Jacobin shines 
through.” 2 The Okhrana successfully subverted every anti- czarist political movement in Eu- 
rope except one: the Bolsheviks. They only managed to educate them. During their long 
underground struggle, Vladimir Lenin and the Bolsheviks had firsthand experience with 
the Okhrana’s techniques. 3 Later, the leader of the first Soviet secret police organization, 
Felix Dzerzhinsky, applied these lessons to opponents of communism. 

1 Ronald Hingley, The Russian Secret Police: Muscovite, Imperial Russian, and Soviet Politi- 
cal Security Operations (New York: Simon & Schuster, 1971), 80. 

2 Astolphe Custine, Custine’s Eternal Russia: A New Edition of Journey for Our Time 
(Miami: Center for Advanced International Studies, 1976), 7. 

3 Robert Conquest, “Ideology and Deception,” in Soviet Strategic Deception, ed. Brian D. 
Dailey and Patrick J. Parker, 124 (Stanford, CA: Hoover Institution Press, 1987). 

sensitive operations. Unless otherwise specified, all references to the Active Measures Working 
Group in this publication denote the Department of State’s unclassified interagency group. 

To assess the performance of the Active Measures Working Group, a basis for comparison 
is helpful. Small interagency groups have been a prominent feature of the post- World War II 
national security system but not a particularly successful one. The success of any given inter- 
agency group must be judged in light of its intended output (see table 1). A low standard for 
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Table 1. National- level Interagency Group Effectiveness 




Standards 




Low 


Medium 


High 


Purpose 


Deconfliction: 

Agencies do not work 
at cross purposes. 


Coordination: 

Agencies adjust 
behaviors in response 
to one another. 


Collaboration: 

Agencies subordinate 
their equities to 
benefit larger mission. 


Requirements* 

(for example, 
information- sharing 
and integrated 
decisionmaking) 


Some 


Routine 


Pervasive 


Measures of 
effectiveness 


Inputs: 

Is sufficient 
information shared ? 


Products and 
Events: 

Are policies and 
strategies promulgated 
and milestone events 
taking place? 


Results: 

Is progress toward 
mission success 
empirically evident? 


* These requirements are illustrative, as is the entire table. The group attributes required to 
fulfill the purpose of an interagency group are more extensive than information-sharing 
and common decisionmaking but vary depending on the purpose of the group and its 
operating circumstances. 



interagency group performance is information exchange sufficient to avoid having departments 
and agencies work at cross-purposes. Even judged by this simple purpose, interagency groups 
do not enjoy a good reputation for effectiveness. Many historical accounts of interagency group 
performance reveal that parent organizations carefully manage the information that their rep- 
resentatives share in order to protect their equities. 

A higher standard is coordinating activities so that different agencies can work in 
concert. Many NSC staff-led interagency groups operate with this purpose in mind. They 
concentrate on generating policy guidance and managing national-level events (summits, 
negotiations, and so forth) so that all national security organizations have guidelines and 
milestones for cooperation. Here, too, interagency groups have a checkered performance 
record. Ever since the Eisenhower administration made interagency groups a prominent 
feature of that administration’s NSC staffing system, they have been criticized for failing to 
produce clear, authoritative policy and strategy. A 1961 congressional report argued that 
the Eisenhower administration’s 160 formal interdepartmental and interagency commit- 
tees played a role that was “essentially critical and cautionary, not creative.” 20 The heads of 
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departments and agencies rarely conceded authority for policy development or execution to 
interagency committees. Instead, they tried to avoid them, and when this was not possible, 
they participated only halfheartedly Often the result was “lowest common denominator” 
agreements that did not bind members and their organizations to courses of action that went 
against their core interests. 21 Some believe the 1961 congressional criticism of the Eisen- 
hower administration was overly political, but 50 years later the concerns expressed in that 
report persist and remain widely acknowledged. 22 

These same limitations were evident during the Reagan administration (when the Active 
Measures Working Group was operating) 23 and remain so today. Indeed, many of the people 
interviewed in the course of this research, who have extensive experience on interagency groups 
before and since their participation on the Active Measures Working Group, substantiate the 
view that most such groups are ineffective. One veteran of interagency groups stated that they 
do not work well because members believe information is power, and husband it jealously. 24 
Another person observed that interagency groups that she participated on (other than the Ac- 
tive Measures Working Group) were so ineffective that members “would send replacements or 
were there in body but not mind — just note taking.” 25 Yet another experienced interagency hand 
noted that “Usually [interagency] working groups have a light work load, not many meetings, 
and a lot of work done on paper.” They tend to be long-winded and “a pain in the neck.” When 
the principal members stop coming, the group realizes that its “work is not that important.” 26 
Another person with vast interagency experience stated that at high levels — for example, the 
Deputies Committee composed of all the second-ranking members of national security de- 
partments and agencies — decisions get made but without the sustained attention they deserve: 
“I went to many [Deputies Committee] meetings and it was appalling that so many decisions 
were made at the last minute and with so little knowledge.” 27 For these reasons and others, most 
interagency groups are established to allow information-sharing or limited decisionmaking on 
broad policy positions. Few are expected to meet the highest standard of performance — a direct 
and discernible impact on the security environment through the management of actual pro- 
grams, operations, and output. 

In some situations, low levels of interagency cooperation are all that is required. For example, 
small interagency groups may perform well enough if one agency has a well-recognized lead for 
the mission and simply needs technical assistance from other agencies, or if an interagency group 
in the field already has a coordinated national position for its mission and just needs amplify- 
ing guidance. One member of the Active Measures Working Group observed that Washington 
interagency groups backstopping interagency negotiating teams in the field can work well in part 
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because “the operational requirements (and tempo) of providing day-to-day guidance to an inter- 
agency delegation meant that all agencies with [representatives] on the delegation had a common 
incentive to work out reasonably clear instructions.” 28 Others have argued that some interagency 
groups rise to higher levels of performance even when assigned more challenging missions. David 
Tucker argues, for example, in his authoritative study of counterterrorism policy, that one Reagan 
administration counterterrorism committee was able to cooperate effectively to make interagency 
policy. He observes that over time, the steady composition of the group, its shared experiences, 
and growing trust allowed the group to function well as a team. 29 

The Active Measures Working Group is another example of an interagency success, but 
before examining the group’s performance in detail, we need to explain why it was created and 
why its mission ran counter to well-established practice. By 1975, the U.S. national security 
system was offering no meaningful resistance to Soviet disinformation. This posture had to 
be reversed before the Active Measures Working Group could be established. The short expla- 
nation of why and how that happened is that new leaders assumed office during the Reagan 
administration who believed Soviet disinformation and influence operations were real threats 
and that countering them required better counterintelligence and dedicated interagency efforts. 
A deeper explanation of the new leaderhip’s motives is essential, however, for explaining the 
origins of the working group and putting its achievements into perspective. 

Devaluing the Counter-Disinformation Mission: 1959-1977 

I suspect Angleton secretly still has an office out there at Langley. 

— James Schlesinger, former director of the Central Intelligence Agency, 
warning Admiral Stansfield Turner on old-guard CIA culture just prior to his taking the 

position in 1977 30 

The inclination to challenge Soviet disinformation declined over the 1960s until, by 1975, 
there was no organized, overt effort to expose Soviet disinformation at all. Trends in strate- 
gic thinking, intelligence reform, and national security organization all reinforced the system’s 
predilection for avoiding the issue of Soviet disinformation. These three trends were mutually 
reinforcing, but to simplify, each is explained in turn. 

The foundation for U.S. strategic thinking during the Cold War was the policy of contain- 
ing rather than fighting the Soviet Union. The American and Soviet political and economic 
systems were ineluctably hostile to one another, but any direct fighting between the two nations 
might escalate into a nuclear exchange that would be ruinous to both. Containing the Soviet 
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Union thus required a delicate balance between cooperation and confrontation. American lead- 
ers wanted to confront and compete with the Soviet Union when doing so would moderate 
Soviet behavior and safeguard the American way of life, and they wanted to cooperate with the 
Soviet Union to lessen the chances of accidental conflicts that could spiral out of control. Get- 
ting the balance between cooperation and competition right was a subject of endless debate. 
Over the tumultuous late 1960s, the debate swung in favor of the view that more cooperation 
was desirable and possible, so the United States adopted a policy of detente with the Soviet 
Union. President Richard Nixon entered office in 1969 promising that “the era of confrontation 
in East- West relations has given way to an era of negotiations.” 31 

A principal architect of detente, Henry Kissinger, has argued that negotiating with the Soviets 
was a practical necessity given the political fallout from the Vietnam War, which included plum- 
meting support for defense spending in Congress and disillusioned allies in Western Europe. 32 In 
any case, detente and negotiations conferred legitimacy on the Soviet Union and indicated that the 
United States considered the regime a historical reality that could not be eliminated. Accordingly, 
during the 1970s, the United States signed a series of treaties with the Soviet Union designed to 
relieve tensions, regulate behaviors, and channel military competition along more stable paths. 
Detente also meant that less important areas — such as Soviet disinformation — could not be al- 
lowed to sidetrack progress on more important issues such as strategic arms control. 

The second factor militating against a conscious effort to counter Soviet disinformation was 
the conclusion to the domestic debate over intelligence reform in 1975. During the 1960s as Presi- 
dent Lyndon Johnson fought to retain domestic support for the Vietnam War, he became con- 
vinced that the antiwar and Black Power movements were controlled by foreign communists. 33 
He ordered the Central Intelligence Agency (CIA) to monitor American citizens in the United 
States to detect this foreign subversion. Called CHAOS, the operation compiled files on thousands 
of Americans. 34 Director of Central Intelligence Richard Helms reported to President Johnson 
in November 1967 that the program had not uncovered evidence that antiwar activists were in 
contact with foreign embassies in the United States or abroad, but the program continued and was 
later expanded by President Nixon who expressed the same concern about foreign ties. 35 The CIA 
sometimes collaborated with the Federal Bureau of Investigation (FBI), which was concurrently 
running a program called COINTELPRO (Counter Intelligence Program) 36 that was ostensibly 
created to counter subversion. 37 The program involved agents harassing and discrediting domestic 
groups as diverse as the antiwar movement, Communist Party USA, and Ku Klux Klan. 

COINTELPRO was officially terminated in 1971, but was exposed in 1973 on the heels of 
the Watergate scandal, which also involved government agents (actually, former CIA officers). 
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CHAOS was closed down after Watergate prompted an internal study commissioned by the 
CIA director, who ordered employees to self-report possible violations of the Agency’s charter. 
When the director’s study was completed in May 1973, it came in at 693 single-spaced pages, 
each one of which described a possible violation. 38 In 1974, the New York Times revealed the 
report to the public and the story was confirmed by then CIA Director William Colby in De- 
cember. 39 Congress and the public were outraged, and by early 1975, the White House faced 
eight separate congressional investigations and hearings on the CIA. The revelations about in- 
telligence programs transgressing American civil liberties ushered in a period of intense public 
and congressional scrutiny. The scandals forced a reevaluation of the role of intelligence orga- 
nizations in a free society. What emerged in the aftermath of the debate was a new American 
conception of intelligence that further inclined the national security system to ignore Soviet 
disinformation. This assertion requires a brief explanation. 

William Colby assumed the position of CIA director in 1973 after President Nixon moved 
his predecessor, James Schlesinger, to the position of Secretary of Defense. Before assuming 
leadership of the CIA, Schlesinger had conducted a major study for President Nixon in 1971 
on the need for reform in the Intelligence Community attributed to rising costs, advancing 
technology, and organizational inertia. 40 Colby supported the study’s reform agenda, and the 
1973 scandals gave him the opportunity to implement reform. By the time he was relieved from 
his position by President Gerald Ford in 1975, the CIA was a different organization. The debate 
over intelligence reform was intense, controversial, and complex, but it must be simplified and 
summarized here to explain its impact on the Agency’s approach to Soviet disinformation. 

Colby’s reforms had the net effect of replacing what may be called a “traditionalist” view 
of intelligence with a “reformed” or uniquely American view, one that effectively downgraded 
the importance of disinformation and deception. 41 First, Colby decided in favor of complete 
openness, revealing all the tawdry secrets of the CIA (sometimes referred to as “the Family 
Jewels”), ranging from failed assassination attempts of foreign leaders to spying on American 
citizens. Colby believed the CIA must be accountable to Congress not only as a Constitutional 
requirement, but also as a practical means of surviving the revelations about its past activities. 
Second, Colby oversaw a reprioritization of intelligence functions that reduced the emphasis on 
covert action, counterintelligence, and human intelligence sources in favor greater reliance on 
technical means of collecting information and better analysis. 42 Past public support for covert 
action had evaporated, and “rightly or wrongly, a certain euphoria about detente signified to 
many that there was now [less need for] covert operations as a ready, effective weapon in our 
country’s Cold War arsenal.” 43 Third, in pushing for better analysis, Colby promoted emerging 
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social science methodologies because he thought they would improve the CIA’s ability to sup- 
port decisionmaking and would do so in a manner more consistent with a free society. He even 
believed that the Intelligence Community could become a “world class think tank,” participat- 
ing in a “free trade of intelligence,” whereby nations recognize the “mutual benefit from the free 
flow and exchange of information, in the fashion that the strategic arms control agreements 
recognize that both sides can benefit from pledges against concealment and interference with 
the other’s national technical means of verification (satellites etc .).” 44 

Traditionalists believe that Colby’s reforms were based on a fundamental misunderstanding. 
Reforms designed to make the American intelligence establishment more socially acceptable ob- 
scured the fundamental purpose of intelligence, which was driven by the need for secrecy: 

For the “traditional” view ... the fact that an adversary is trying to keep vital 
information secret is the very essence of the matter; if an adversary were not 
trying to hide his intentions, there would be no need for complicated analyses of 
the situation in the first place. These different stances toward the importance of 
secrecy reflect basic differences with respect to what intelligence is. If according 
to the “traditional” view, intelligence is part of the real struggle with human 
adversaries, we might say that in the new view, intelligence, like science in general, 

is a process of discovering truths about the world (or nature) The paradigmatic 

intelligence problem is not so much ferreting out the adversary’s secret intentions 
as it is of predicting his behavior through social science methodology. . . . The same 
tendency to say that counterintelligence occupies a marginal place in intelligence 
also affects the importance accorded to deception and counter-deception. By 
categorizing intelligence as akin to a social science endeavor, the new view ignores, 
or at least minimizes, the possibility of deception. Nature, while it may hide its 
secrets from scientific investigators, does not actively try to deceive them . 45 

Traditionalists argued that by downgrading covert action and making research and analysis the 
core function of intelligence, reformers made the CIA more acceptable but also less useful to the 
free society it served. The traditionalist and reformer views on intelligence were fundamentally 
at odds , 46 which helps explain why the implementation of the reforms was so bitterly divisive 
within the CIA, and why it required a massive turnover of staff to accomplish . 47 

Here we are concerned not with the merits of Colby’s reforms but with the way that 
the reforms inclined the U.S. national security system to diminish the importance of Soviet 
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disinformation. Colby’s insistence on complete openness in confessing the CIA’s transgres- 
sions reinforced the American penchant for believing that the truth always emerges. This be- 
lief encouraged the complacent notion that Soviet lies eventually impugned their reputation 
more than they damaged ours. The reformers’ confidence that national technical means of 
collection and social science methodologies were not as susceptible to denial and deception 
techniques made these topics a lesser concern as well. Greater reliance on national technical 
means meant less dependence on human intelligence sources that could be manipulated and 
deceived more easily. 48 Thus, Colby felt justified in forcibly retiring the CIA’s longstanding, 
eccentric, and “paranoid” master of counterintelligence, James Angleton (see textbox 2), and 
most of his staff as well. 

These developments had the effect of reducing CIA attention to covert Soviet disinformation 
activities such as the use of forgeries and other propaganda tools to influence foreign audiences. 
They were resisted by intelligence traditionalists who believed that it was dangerous to think intel- 
ligence collection could ever be a cooperative endeavor that the Soviet Union would support in 
the mutual interest of reducing tensions and promoting arms control. They argued that the Soviets 
could, would, and did use deception — including double agents and technical operations — to fool 
U.S. national technical means of verifying arms control agreements, thereby passing disinforma- 
tion to the U.S. Intelligence Community and ultimately deceiving U.S. leaders. Moreover, they saw 
covert action as an integral part of intelligence, including disinformation and attempts to counter 
disinformation. In their view, the reforms amounted to unilateral intelligence “disarmament.” In 
the words of one intelligence traditionalist, the CIA’s counterintelligence staff basically “loboto- 
mized itself’ 49 Some traditionalists retired or were forced out, but many of those who remained 
were determined to limit, counter, and reverse the impact of the reforms. Such individuals played 
a critical role in establishing the Active Measures Working Group. 

The third interrelated and mutually reinforcing factor predisposing the national security 
system to ignore Soviet disinformation was organizational structure. After the CIA redefined 
Soviet deception from a strategic enterprise to influence U.S. policy by reducing the entire U.S. 
intelligence system to a more limited, ad hoc manipulation of U.S. media and decisionmak- 
ers for tactical gains, the topic assumed a less prominent position in bureaucratic structure 
and processes. 50 As a former deputy director of the CIA notes, the Agency was aware of Soviet 
deception activities but did not analyze them: “Surprising as it may seem — shocking, in fact — 
while the Directorate of Operations collected information on Soviet covert actions around the 
world . . . and their propaganda networks, these reports were regarded as ‘operational’ — not 
substantive — and were rarely shared with the analysts. . . . We tracked military and economic 
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Textbox 2. James Angleton, Counterintelligence, and Soviet Active Measures 



The end of James Angletons career marked a shift in the way U.S. intelligence agencies 
handled counterintelligence and responded to Soviet active measures. Angletons career in 
intelligence began during World War II while working in the counterintelligence branch of 
the Office of Strategic Services (OSS, which was the predecessor of the Central Intelligence 
Agency [CIA]). Angleton was one of the first Americans to suspect that the Soviets had 
penetrated and compromised anti-Soviet Russian emigre organizations in Europe before, 
during, and after World War II. Such suspicions were later confirmed when, among other 
things, the Soviets revealed that the Wolnosc i Niezawislosc (WiN, the Polish anti-com- 
munist resistance army) had been a fake. During the war, Angleton served in London as 
an OSS liaison to British intelligence, which performed a remarkable counterintelligence 
feat by successfully turning every known Axis spy in England and sending false informa- 
tion back to Germany. The British were less successful with Soviet spies, however. While in 
London, Angleton met the Soviet mole Kim Philby. Later, after a tour for the CIA in Italy, 
he met regularly with Philby in Washington, DC, where the British had assigned Philby in 
1949 to liaise with the CIA. Philby, who escaped capture by defecting to Moscow in 1951, 
was instrumental in helping the Soviets tailor the WiN lies to fit American perceptions. 

Angletons experience with the British and Philby convinced him that the most effec- 
tive strategic deception was only possible if the deceiver had reliable feedback from some- 
one within the organization being deceived. He reasoned that the Soviets needed reliable 
feedback on the effects that their deception and active measures generated. In this regard, 
planting moles in a foreign intelligence service is analogous to what the military calls “bomb 
damage assessment.” Without rapid and reliable bomb damage assessment, the military can 
waste resources bombing the wrong targets or the same targets over and over. Similarly, 
without inside sources to provide “deception damage assessments,” the Soviet Union could 
misconstrue the effects that it was creating with deception efforts and overemphasize or 
reinforce the wrong themes. By extension, good U.S. counterintelligence that prevented 
Soviet penetrations would limit the effectiveness of Soviet active measures. 

Angleton had a chance to act on his belief that penetration and deception were in- 
extricably linked when he was appointed the head of the CIA’s powerful and autonomous 
Counter Intelligence Staff in 1954. He thought the Soviets were using deception, disinfor- 
mation, and other “active measures” to manipulate what the Western democracies believed 
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Textbox 2. James Angleton, Counterintelligence, and Soviet Active Measures (cont.) 



about the Soviet Union, thus weakening the West’s unity and resolve. 1 More specifically, he 
worried that the Soviet Union was using layers of secrecy in its own government, and moles 
in the U.S. Government, to manipulate CIA assessments of the Soviet Union and deceive 
the entire U.S. intelligence apparatus. During Angletons tenure, the CIA categorized Soviet 
active measures, including forgeries and agents of influence, as part of this counterintel- 
ligence puzzle, so his counterintelligence staff had primary responsibility for dealing with 
them. 2 Over the next 20 years, he single-mindedly pursued the counterintelligence mission, 
enjoying close relationships with every director until William Colby in 1973. 

Angletons complex theories of deception, methods of investigation, and zealous hunt 
for a mole in the Soviet Division of the CIA — which terminated careers and disrupted intel- 
ligence collection — alienated many CIA colleagues. 3 The backlash was so strong that after 
Colby had relieved Angleton, the Agency stopped training for or analyzing strategic de- 
ception. The Directorate of Operations prevented such activity, arguing that an excessive 
preoccupation with deception had proven counterproductive. 4 

During the Reagan administration, interest in the topic revived and senior leaders 
insisted on looking at Soviet strategic deception. They argued that Soviet active measures 
supported strategic deception and that both were underappreciated by the Intelligence 
Community. Thus, the debate over active measures and what to do about them was linked 
to the debate about strategic deception and U.S. counterintelligence. In the mid-1980s, the 
argument in favor of taking counterintelligence and strategic deception more seriously was 
buttressed by the discovery of Soviet moles in the Intelligence Community. It became clear 
that the Soviet Union had an abundance of insider perspective on how their deception and 
disinformation efforts were affecting perceptions within the U.S. Government. One such 
Soviet mole, Robert Hanssen, attended and even led the Active Measures Working Group 
for a short period. 5 

1 A Central Intelligence Agency (CIA) secret history of Richard Helms’s term as director 
of the CIA declassified in 2007, as quoted in Tim Weiner, Legacy of Ashes: The History of the CIA 
(New York: Doubleday, 2007), 275. 

2 Interviewee 18, a senior intelligence official, May 13, 2011. The CIA Directorate of 
Operations was also involved in the debriefing of defectors and other covert activities surround- 
ing active measures. Agents picked up examples of forgeries in the field and reported them back 
to Washington. 
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Textbox 2. James Angleton, Counterintelligence, and Soviet Active Measures (cont.) 



3 Angleton’s theories on Soviet deception are dealt with in depth in Edward J. Epstein, 
Deception: The Invisible War between the KGB and the CIA (New York: Simon & Schuster, 1989). 

4 Jim Bruce, senior political scientist for RAND Corporation and former CIA analyst, 
phone interview by authors, November 1, 2011. 

5 David Major, interview by authors, May 5, 2011; Active Measures Working Group mem- 
ber who prefers anonymity, interview by authors, February 8, 2011. 



assistance and Soviet diplomatic activities pretty thoroughly, but CIA analysts neglected the 
seamier side of Soviet activities around the world.” 51 

KGB deception activities were only tracked by a handful of CIA analysts who were isolated 
from broader attempts to characterize Soviet strategic intentions. The CIA did not consider 
them worthy of study and countermeasures, an attitude that new leaders in the Reagan admin- 
istration would attempt to correct later through reorganization. Similarly the FBI, Department 
of State, and Department of Defense (DOD) had only a few low-level disinformation experts on 
staff by the late 1970s, and their views were not influential. 

Over the same period that dominant U.S. strategic thinking, intelligence reform, and or- 
ganizational priorities and structure were disposing the U.S. national security bureaucracy to 
ignore Soviet disinformation, the Soviets were reemphasizing the importance of deception and 
disinformation and redoubling their efforts in these areas. 

In May 1959, the Soviet leadership had transformed the KGB from a domestic repressive ap- 
paratus into a more sophisticated tool for influencing foreign affairs, one that included a KGB active 
measures department called Department D. According to CIA testimony in 1 96 1 , the KGB produced 
at least 32 forgeries of official U.S. documents in the previous 4 years (some went undetected) cover- 
ing diverse topics but all portraying the United States as a major threat to world peace with imperial 
designs on the Third World. In 1971, the Soviets again upgraded Department D, making it a “Service” 
(Service A) and placed it under the direction of a KGB general. In this organizational structure, the 
Soviets built up a formidable disinformation bureaucracy of some 700 officers 52 and integrated it with 
their larger active measures and strategic intelligence operations, which involved thousands of other 
personnel. 53 As CIA Director Wi lli am Casey would later note, “perhaps the most important charac- 
teristic of the Soviet active measures program [was] its centralization and integration”: 

There are three basic organizations responsible [for active measures]. Each of 
these organizations pursues its own programs — but these programs are carefully 
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orchestrated and integrated into an overall campaign. The Soviet Communist 
Party’s International Information Department is responsible for developing and 
overseeing the implementation of Soviet media campaigns. Another organ of 
the Communist Party, the International Department of the Communist Party, 
coordinates the activities of various front groups and friendship societies, as well 
as the role of foreign communist parties. Finally, Service “A” of the KGB provides 
covert support to Soviet disinformation efforts . 54 

Integrating these diverse activity sets allowed the Soviets to react quickly to historical develop- 
ments. For example, after President John F. Kennedy’s assassination in November 1963, the 
KGB paid an American communist and Soviet agent in New York City to publish and distribute 
a book that used KBG forgeries to support the claim that Kennedy was killed by a right-wing 
racist conspiracy with help from the FBI and CIA. 55 The book came out less than 10 months 
later and just before the Warren Commission released its findings that Lee Harvey Oswald acted 
alone. By contrast, U.S. efforts to counter Soviet disinformation were anything but centralized, 
integrated, and timely — indeed 15 years later, attempts to counter Soviet disinformation had 
virtually disappeared. 

Rebounding to Take the Offensive: 1977-1981 

Despite detente and the intelligence reforms of the mid-1970s, some people remained con- 
vinced of the need to counter Soviet disinformation and deception. This view was not popular 
in the intelligence bureaucracy and even less so in academia, but in Congress it found fertile 
ground in a number of offices. Several congressional staff and investigators on the Senate Intel- 
ligence Committee and House Permanent Select Committee on Intelligence, notably Herbert 
Romerstein, Angelo Codevilla, and Kenneth deGraffenried, were interested in studying and 
exposing Soviet deception and active measures. These staffers used their positions to push the 
intelligence agencies to start reporting again on active measures — something the CIA had not 
done since 1965 — particularly during the final 2 years of the Carter administration when sup- 
port for detente was wearing thin in the face of aggressive Soviet behavior. 56 

On April 20, 1979, CIA Director Stansfield Turner was testifying before the House Intel- 
ligence Committee on new regulations that prevented the CIA from using American media. 
Congressman John Ashbrook (R-OH) suddenly changed the subject and asked if the Soviets 
used agents of influence in non-Eastern Bloc countries’ media. 57 The director stated that he 
thought so but that the Agency had no hard evidence. Ashbrook then asked the CIA to produce 
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a report on the issue as an appendix to the report on the hearings. The following year, in Feb- 
ruary of 1980, Congressman C.W. Young (R-FL) requested CIA testimony to the House Intel- 
ligence Committee on Soviet forgeries during hearings entitled “Active Soviet Measures: The 
Forgery Offensive.” The interventions by Ashbrook and Young did not receive much attention, 
but they were notable as the first signs of congressional interest in the topic in 19 years. Herbert 
Romerstein, who was close to Congressman Ashbrook and an important House Intelligence 
Committee staff member interested in Soviet influence operations, would become the Nations 
leading expert on Soviet active measures and the key subject matter expert on the Active Mea- 
sures Working Group (see textbox 3). 

Some sympathetic congressmen and a few of their staff, along with a small number of 
supporters in academia, 58 managed to shine some of the national spotlight on Soviet active 
measures, but the general deterioration in U.S. -Soviet relations was a more important devel- 
opment shaping the U.S. response to Soviet disinformation. America began to take a more 
confrontational attitude toward the Soviet Union. President Jimmy Carter began the pro- 
cess by challenging Moscow on its human rights record. President Ford had refused to meet 
with Soviet dissident Aleksandr Solzhenitsyn in order to safeguard progress on detente. In 
contrast, the Carter administration, which took office in 1977, emphasized human rights. 
It confronted the Soviet Union over its suppression of the Solidarity movement in Poland 
founded in late 1980 by Lech Walesa and other trade-union organizers. As Robert Gates later 
noted, Soviet leaders perceived Carter’s support for human rights as a threat to their legiti- 
macy: “Through his human rights policies, [President Carter] became the first president since 
Truman to challenge directly the legitimacy of the Soviet government in the eyes of its own 
people. And the Soviets immediately recognized this for the fundamental challenge it was: 
they believed he sought to overthrow their system.” 59 President Carter’s human rights agenda 
shifted the delicate balance that U.S. leaders maintained between cooperation and confronta- 
tion with the Soviet Union toward the latter. 

However, it was the Soviet invasion of Afghanistan in December 1979 rather than 
Soviet human rights violations that doomed detente. President Carter adopted “punitive” 
measures against the Soviet Union including a grain embargo and an American boycott 
of the Moscow Olympic Games, but the Iranian hostage crisis and interagency squabbling 
limited the administration’s ability to rebuild a commitment to a new strategy of confronta- 
tion. 60 Relations between Carter’s Secretary of Defense and Secretary of State were so bad 
that the officials were not even talking. The President told National Security Advisor Zbig- 
niew Brzezinski to work it out, but he was not able to. Interagency stalemate over how to 
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Textbox 3. Herbert Romerstein’s Career and Network 



Herbert Romerstein has been described as an “institution.” 1 Certainly he made a major 
impact in countering Soviet disinformation, something his entire life experience positioned 
him to do well. As a teenager, he was an ardent Stalinist, but he soon had a complete change of 
heart. As one friend notes, “he emerged from the belly of the whale” totally committed for the 
rest of his life to exposing totalitarian methods as a threat to a free society. 2 By the end of high 
school, he was informing the Federal Bureau of Investigation (FBI) about the activities of his 
communist classmates and teachers. 3 After serving in the Korean War, he worked for the New 
York State Legislatures investigation into communist summer camps and charities. In 1965, 
he moved to the Federal Government and became the chief investigator on the Republican 
side for the House Committee on Un-American Activities, a position he held until 1971. He 
remained the minority chief investigator for the committee until 1975, and served as a profes- 
sional staff member for the House Intelligence Committee from 1978 to 1983. 4 

In all these positions, Romerstein augmented his passion for investigating and expos- 
ing the activities of American communists and the KGB with a knack for forming alliances 
with like-minded activists. He readily shared his knowledge and made friends easily. The 
number of people who counted him as friend and tutor on active measures was extensive. 5 
He had a large network among congressional staff and knew many Congressmen. He also 
developed professional contacts with think tank researchers and academics. In the execu- 
tive branch, Romerstein knew and worked closely with FBI experts and Defense Intelli- 
gence Agency executives. When he moved to the United States Information Agency (USIA) 
in 1983, it was not long before he had a warm relationship with the director, Charles Wick. 
He also was welcomed in highly classified meetings on active measures at the National Se- 
curity Council staff, where some of his former allies in Congress had positions during the 
Reagan administration. He also had extensive contacts overseas in intelligence and diplo- 
matic circles, especially in Europe and Israel, which he used to get the message on disinfor- 
mation out. Romerstein readily introduced his contacts to one another. 6 

His critics accused him of never losing the Stalinist mindset despite switching sides. 
His admirers pointed out that those who denigrated Romerstein refused to argue with him. 
He had an unparalleled ability to comprehend, expose, and rip apart arguments favoring 
Soviet policy positions, which he revealed time and again in public and private gatherings. 
He once chided the Soviets for an incorrect quotation of Lenin in a public forum, leaving 
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